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General Instructions :
(1) Please read the instructions carefully.

(it)  This question paper consists of 24 questions in two Sections : Section A
and Section B.

(iit) Section A has Objective Type Questions, whereas Section B contains
Subjective Type Questions.

(iv) Out of the given (6 + 18) = 24 questions, a candidate has to answer
(6 + 11) = 17 questions in the allotted (maximum) time of 3 hours.

(v)  All questions of a particular section must be attempted in the correct
order.

(vi) Section A : Objective Type Questions (30 marks) :
(a)  This section has 6 questions.
(b) There is no negative marking.
(c) Do as per the instructions given.
(d)  Marks allotted are mentioned against each question/part.

(vii) Section B : Subjective Type Questions (30 marks) :
(a)  This section has 18 questions.
(b) A candidate has to do 11 questions.
(c) Do as per the instructions given.
(d)  Marks allotted are mentioned against each question/part.

SECTION A
(Objective Type Questions) (30 Marks)
1. Answer any 4 out of the given 6 questions on Employability Skills. 4 x1=4

(i) What is a sentence ?
(A) A group of ideas that form a complete paragraph.
(B) A group of words that communicates a complete thought or
meaning.
(C) A set of rules that we must follow to write correctly.
(D) A set of words that contains basic punctuation marks.

(11) Define the term “stress”.
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(iii) Cluster ‘A’ personality disorders are associated with individuals

who are in nature.
(A) Suspicious (B) Emotional
(C) Impulsive (D) Anxious

(iv) ICT stands for :
(A) Innovation and Coordination Team
(B) Information and Communication Technology
(C) Integrated and Clear Technology
(D) Inspired and Creative Team

(v)  Which of the following is not a component of a spreadsheet ?
(A) Cell (B) Worksheet
(C) Workbook (D) Workarea

(vi) Name the flagship initiative of the Government of India that is
intended to build an ecosystem for the growth of start-up businesses.

2. Answer any 5 out of the given 7 questions. 5x1=5

(1) A computer network that covers a small office building is called

(A) MAN (B) LAN

(C) PAN (D) WAN
(ii)) Node-to-Node data transfer in the form of frames is done by the
of OSI model.
(A) Transport layer (B) Session layer
(C) Network layer (D) Data link layer

(iii) Compared to other protocols that work over IP, UDP is fast.
(True/False)

(iv) A network device that can be used to connect a LAN to the
Internet is called

(A) Switch (B) Hub
(C) Router (D) RJ-45 connector
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(v)  Which of the following are common in homes/offices to connect

multiple devices, thus creating LANSs or to accessing the Internet ?
(A) Ethernet switches

(B) Set-Top box

(C) Modem

(D) Repeater

(vi)  What is the full form of ARPANET ?
(A) Advanced Reorganizations Projects Agency Network
(B) Advanced Research Projects Agency Network
(C) Advanced Research Projects Agent Network
(D) Automatic Research Projects Agency Network

(vii) UDP provides a mechanism to detect corrupt data in packets and

also attempts to solve other problems that arise with packets, such

as lost or out-of-order packets. (True/False)
3. Answer any 6 out of the given 7 questions. 6x1=6
(1) is a hierarchical structure that stores information

about objects on the network.
(A) PowerShell (B) Virtual Storage
(C) Active Directory (D) File

(i1) A server that responds to authentication requests and verifies

users on computer networks is called :
(A) Active Controller

(B) Domain Controller

(C) Hierarchical Server

(D) Network Server
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(iii) In servers, as well as computers, setting the correct time zone is
not very important. (True/False)

(iv)  One or more domains grouped in a logical hierarchy is called :
(A) Super Domain
(B) Organisational Units
(C) Trees

(D) Containers

(v)  The setting is applied to fresh domain controllers and
is linked to domain controllers organisational units.

(A) Default domain controller policy
(B) Default domain policy
(C) Lower domain policy

(D) Domain controller policy

(vi)  Which of the following is similar to an organisational unit (OU),
however, unlike an OU, it is not possible to link a Group Policy
Object (GPO) to generic active directory containers ?

(A) Organizational Units
(B) Trees
(C) Forests

(D) Containers

(vii)) GPOs objects are stored in GPO containers in Active Directory.
(True/False)

4, Answer any 5 out of the given 6 questions. 5x1=5

(1) Which of the following is a valid hidden file name ?
(A) #personal.txt (B) .personal.txt
(C) @personal.txt (D) @personal#txt

(i1) Linux uses drive letters to organize the drive as Windows does.
(True/False)
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(iii) To print user and group IDs, which of the following commands will

be used ?
(A) chgrp B) id
(C) chmod (D) chown
(iv) Once a namespace is described, a/an description must

be defined for that particular file.
(A) extension (B) core data

(C) metadata (D) data

(v)  The Linux command that can be used to print the entire content of

a file in terminal screen is :
(A) fat (B) cat
C) 1Is (D) mkdv

(vi)  When the setuid (set user ID) bit is set on an executable file, any

user can execute it using the permissions of the group of such file.
(True/False)

5. Answer any 5 out of the given 6 questions. 5x1=5

(1) When a perpetrator positions himself in a conversation between a
user and an application, either to eavesdrop, or to impersonate one

of the parties, such an attack is called :
(A) Denial of service attack

(B) Phishing attack

(C) Man-in-the-Middle attack

(D) Trojan horse attack
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(i1)

(iii)

(iv)

(v)

(vi)

To install new security updates as soon as they are available in an

operating system, which of the following must be done ?
(A) Reinstall the operating system once in a while

(B) Join the operating system’s user group

(C) Store the operating system in hard disk

(D) Turn on automatic updates in settings

A DoS attack is an attack meant to shut down a machine or

network making it inaccessible to its intended users. (True/False)

A hierarchical infrastructure that allows a network administrator
who is in charge of Microsoft Active Directory to implement specific

configurations for users and computers is called
(A) Group Policy (B) System Policy
(C) Configuration Policy (D) Access Control Policy

Which of the following is a technique used by attackers to discover
devices/services they can break into ?

(A) Port Scanning
(B) File Protector
(C) File Scanner
(D) Device Security

A firewall that performs stateful and deep packet inspection to
analyze the context and content of data packets against a set of
user-defined rules is called

(A) Packet filtering firewall
(B) Circuit-level gateways
(C) Stateful inspection firewall
(D) Proxy firewall
13 P.T.O.
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6. Answer any 5 out of the given 6 questions. 5x1=5

(i) The ITIL lifecycle for services is designed into

interlinked stages.
A 3 B) 4
(C) 5 (D) 6

(i1))  One major benefit of ITSM is bringing IT teams and development
teams together through streamlined project management
approaches. (True/False)

(iii) Which of the following is not a recognised source of IT best
practices according to ITIL ?

(A) Proprietary knowledge (B) Industry standards
(C) Training (D) Awuditors

(iv) customers are people who are connected with the
company and take products from inside the business.

(A) Internal (B) External
(C) Local (D) Regular
(v)  ITIL V3 includes processes and functions.
(A) 26,4
(B) 4,26
(C) 24,6
(D) 6,24

(vi) Problems that have occurred before and have a workaround or

known root cause are called
(A) Known error database (B) Workaround
(C) Known error (D) RCAs
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SECTION B
(Subjective Type Questions) (30 Marks)

Answer any 3 out of the given 5 questions on Employability Skills. Answer each

question in 20 — 30 words. 3%X2=6
7. What do you understand by the term “communication” ?
8. Explain any four parameters of an individual’s personality related to the

Big Five Factor Model.

9. What is data sorting in ICT ?
10. State any two environmental barriers to entrepreneurship.

11. Define the term “green jobs” according to the UNEP.

Answer any 3 out of the given 5 questions in 20 — 30 words each. 3x2=6
12. What do you mean by a hub in computer networks ?
13. Enlist any four features of command-line shell.

14. What is the concept of superuser ?

15. Briefly describe the encryption policy for data confidentiality and
integrity.

16. Which manuals are published by ITIL ?

Answer any 2 out of the given 3 questions in 30 — 50 words each. 2x3=6
17. List any six benefits of ITSM in IT service management.

18. Write a note on hardware firewalls.

19. Give a brief explanation of ring topology with a diagram.
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Answer any 3 out of the given 5 questions in 50 — 80 words each.

20.

21.

22,

23.

24.

Ix4=12

Explain the term “gateway” with the help of a neat diagram. How are

gateways generally implemented ?

Describe the structure of AD DS with a neat diagram.

Explain the Linux file system and its features.

Explain any two types of attacks that malware or a virus can cause ?

Explain IT service management and list its importance.
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